
First, what is cybersecurity? Generally, it is protecting a 

system of computers or devices and the information they contain 

from access, theft and damage. Traditionally, most companies 

had a “computer (or IT) guy” whose job description was to 

handle anything computer-related. However, with our increased 

reliance on the internet, wireless networks and “smart” devices, 

your IT guy just doesn’t cut it anymore. Companies need 

dedicated cybersecurity experts managing their information 

security systems. These experts will create a culture of informa-

tion security by evaluating current vulnerabilities and looking 

toward future vulnerabilities in an effort to mitigate their 

company’s exposure. This includes creating incident response 

plans to coordinate their company’s response to a breach and 

educating their fellow colleagues on basic cybersecurity 

protocols. Further, with the ever-changing landscape of state 

and federal legislation and regulation as it applies to protecting 

personally identifiable information, your cybersecurity  

professionals will be tasked with keeping the company current 

and in compliance. 

Cybersecurity professionals can provide this protection but the 

demand for these professionals greatly outweighs the supply. 

According to the eighth Global Information Security Workforce 

Study, the workforce gap for cybersecurity professionals is 

expected to reach 1.8 million by 2022. TechRepublic lists 

Penetration Testers, Cybersecurity Engineers and Chief  

Information Security Officers (CISOs) as the three most  

sought after cybersecurity professionals in the coming years.  

CO N T I N U E D  >

CLAIMS SERVICES  
NOVEMBER 2017

Cybersecurity Talent Shortage  
& Need to Retrain the Workforce

By David J. Rock, Esq., Assistant Vice President, North American Claims Group

Benjamin Franklin’s famous quote that “in this world nothing can be said to be certain, except death and taxes” has morphed for 
the modern-day. Now it can be said that nothing in this world is certain except death and taxes and cybercrime. As companies 
confront this new reality, they find themselves scrambling to protect their computer systems, the information they possess and their 
capital. According to the Official 2017 Annual Cybercrime Report sponsored by the Herjavec Group, cybercrime damages will cost 
approximately $6 trillion annually by 2021. From an insurance claims perspective, hiring the right cybersecurity professional will 
help your company prevent cybercrime, but more importantly, it will help your company mitigate the inevitable.  

”
“ ...nothing in this world is  

certain except death and taxes  
and cybercrime.
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Companies with significant cyber talent are able to compete  

in the marketplace but those that lack those resources are 

looking for new ways to fill those roles. Retraining your current 

employees in the field of cybersecurity is one way companies  

can help fill this void. IBM has closed this gap by creating new 

cybersecurity professional under its “new collar” jobs program, 

where skills are valued more than degrees. This program seeks 

employees who think logically, are curious and have strong work 

ethics. The technical skills are picked up by on the job training, 

internal training sessions and outside educational programs.  

This type of re-training for current company employees may be 

an efficient use of company resources when balanced against  

the risk of not having a cybersecurity specialist. 

In order to prepare your company for the modern day cybercrime 

certainty, it is a worthwhile investment to retrain your existing 

resources in order to meet the growing cybersecurity needs.
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